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ABSTRACT

In supply chains, firms often become aware of illegal actions committed by their partners, prompting the critical question: when

and why do those who know become those who act? Drawing on industry examples of supply chain fraud, we introduce the

concept of supply chain guardianship to study how firms respond to potential fraud committed by their supply chain partners.

We identify key influences on supply chain guardianship and refine these insights into hypotheses, which we test across four

behavioral experiments (n =1000). Study A finds that the tone at the top of an organization can promote supply chain guardian-

ship and that state moral disengagement is negatively correlated with it. Study B manipulates process moral disengagement and
finds that it reduces guardianship behavior. Although the network position of the supply chain guardian emerges as important
in industry examples, we do not find a significant effect in the experiments. We replicate and validate these findings in Studies
C and D. This study offers an initial foundation for a behavioral theory of interfirm fraud responses in supply chains and offers

practical insights into how firms can increase supply chain guardianship across macro-, meso-, and microlevels.

1 | Introduction

Supply chain fraud—“an unlawful act of deception through
omission or commission perpetrated by one or more actors in
a supply chain, leading to harm for other actors in the supply
chain” (DuHadway et al. 2022, 125)—is a serious problem. High-
profile examples routinely reach mainstream news, even when
fraud results in unsafe or dangerous products. Product-safety
concerns often involve multiple organizations where firms
choose not to act in a timely fashion and fail to take responsi-
bility for their supply chains. For example, Bloomberg reported
that CVS continued to sell dangerous products for weeks after
they were recalled due to hazardous manufacturing practices at
a supplier (Edney and Robison 2024). CVS denied responsibility,
stating in legal filings that “CVS specifically denies that it is the
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manufacturer or entity responsible for the design, manufacture,
distribution, labeling, or packaging of any CVS Health Multi-
Action Relief Drops” (Collins v. CVS Pharmacy Inc. and Velocity
Pharma LLC 2024). If CVS is unwilling to take responsibility
for keeping dangerous products on its store shelves produced by
its suppliers and sold under its brand, then who else could be
responsible?

This example highlights the importance of understanding why
firms fail to protect their supply chains from fraudulent and dan-
gerous products. It also raises the critical question: What com-
pels a firm to act when another supply chain member engages
in fraud? To answer this question, we introduce the concept of
a supply chain guardian as a firm that takes action toward an-
other firm in the supply chain to stop supply chain fraud. Unlike
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Highlights

« Supply chain guardianship, defined as taking actions
to stop another firm from engaging in fraud, can help
protect individuals, firms, and supply chains from the
consequences of illegal actions.

Individuals in firms with a tone at the top that empha-
sized ethical priorities such as safety were more likely
to make decisions that protect against supply chain
fraud.

Process moral disengagement (distancing oneself
from the moral costs of decisions by reconstruing mo-
rality and responsibility) can perpetuate illegal behav-
ior in supply chains.

approaches that solely focus on internal controls, supply chain
guardianship centers on external oversight. For example, when
Patagonia discovered evidence of modern slavery within their
supply chain, the firm took corrective actions in their supply
chain, shared information about the problem, and formed an in-
dustry coalition to more broadly address the issue (Webb 2025).

Taking action to stop fraud when it originates beyond the firm
is an important dimension for managing supply chain fraud, as
issues often arise through supply chain partners (Villena and
Gioia 2018). However, as seen in the CVS example, taking re-
sponsibility for protecting a supply chain from fraudulent be-
havior is neither trivial nor universal. Therefore, we ask the
following research question: What causes individual decision-
makers to have their firm engage in supply chain guardianship,
taking actions to stop fraudulent behavior at another firm?

Addressing this question requires a multilevel perspective
given that decisions for a firm to intervene come from individ-
ual decision-makers, unfold within organizational structures,
and are influenced by firms' network positions. Prior research
on wrongdoing in supply chains highlights the roles of net-
work structures (DuHadway et al. 2022), organizational factors
(Arnold et al. 2012), and individual behaviors (Pournader and
Kach 2024; Peinkofer and Jin 2023). Accordingly, our investiga-
tion adopts a multilevel approach to supply chain guardianship
by considering the influences of macro (network), meso (organi-
zational), and micro (individual) factors.

Our research design follows a process consistent with “Path B”
in the editorial by Bendoly and Oliva (2025) and methodological
guidelines for phenomenon-driven research (Fisher et al. 2021;
Dencker et al. 2023). First, we define supply chain fraud and
analyze industry examples highlighting that supply chain fraud
requires examining not only the actions of the firm found guilty
of fraud but also the behavior of adjacent firms, such as suppliers
or buyers, that could have influenced the trajectory of the fraud.
From this, we conceptualize potential supply chain guardians
as firms that were not guilty of the fraud but were connected
to it and had the opportunity to act. Examination of the indus-
try examples highlights network position, leadership tone, and
moral disengagement as recurring influential factors on guard-
ianship behavior, and we formalize these insights into testable
hypotheses grounded in literature on supply chain fraud theory,

tone at the top, and moral disengagement. These hypotheses are
then tested utilizing four vignette-based experiments. Finally,
we discuss our findings and their theoretical and practical
implications.

This article makes three main contributions. First, we introduce
and define the novel concept of supply chain guardianship. By
foregrounding the role of managers in bystander firms such as
buyers or suppliers of the fraudulent actor, we move beyond a
focus on detecting and mitigating fraud within the focal firm
and offer a new conceptual lens for understanding how firms
respond to observed wrongdoing by others in supply chains.
Second, we develop a multilevel theoretical framework that
explains variation in guardianship behavior across the macro
(network position), meso (tone at the top), and micro (moral dis-
engagement) levels. These antecedents emerged from inductive
insights in high-profile global fraud industry examples and were
formalized using theory as vehicles for rationalizing these newly
observed patterns. Third, we test the proposed relationships in
four behavioral experiments to identify causal effects of the
theorized antecedents on individuals' guardianship behavior.
Overall, this work advances behavioral operations management
research by offering a foundation for a behavioral theory of in-
terfirm fraud responses in supply chains.

2 | Initial Exploration of Supply Chain Fraud and
Supply Chain Guardianship

2.1 | Supply Chain Fraud and Supply Chain
Guardianship

Supply chain fraud can be viewed as “a particularly extreme
form of opportunistic behavior” and defined as “an unlawful act
of deception through omission or commission perpetrated by
one or more actors in a supply chain, leading to harm for other
actors in the supply chain” (DuHadway et al. 2022, 125; see
also 124-127, for a more detailed discussion on the similarities
and differences between supply chain fraud and opportunism).
Supply chain fraud is an increasing concern for industry (Waxer
et al. 2022), governments (US Department of Justice 2025),
and research (DuHadway et al. 2020; Pullman et al. 2023).
Prominent examples include suppliers falsifying certifications
on aluminum leading to two failed rocket launches by NASA
(US Department of Justice 2019), consulting firms specialized
in helping pharmaceutical distributors sell opioids to the black
market (US Department of Justice 2024a), military aircraft
parts manufacturers falsifying test results (US Department of
Justice 2022), major automotive companies colluding to avoid
competing on sustainability (European Commission 2021), and
bribery and fraud in public procurement (US Department of
Justice 2024b). Although governments might actively prosecute
such cases, such investigations occur after the harm has already
been caused, while supply chain decision-makers might be able
to intervene much earlier.

Supply chain guardianship can prevent fraud by a firm taking
actions that address it once it is discovered through the efforts of
one party in the supply chain toward other parties. The concept
draws inspiration from criminology, where the absence of a “ca-
pable guardian” has been shown to enable crime and increase
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risks such as counterfeits (Kennedy 2016). We extend this idea
to interorganizational contexts by focusing on how firms can ac-
tively guard their supply chains against the illegal behavior of
others. Supply chain guardianship differs from traditional fraud
controls by focusing externally on protecting the broader net-
work by intervening in the misconduct of supply chain partners
rather than only preventing internal violations.

2.2 | Selection of Industry Examples

We employed a purposive sampling approach to investigate
supply chain fraud. We initially selected fraud incidents using
the following inclusion criteria: (1) the perpetrator engaged in
unlawful deceptive behaviors, (2) the harm to other parties in
the supply chain was substantial, and (3) sufficient publicly
available evidence existed to enable rigorous analysis. For each
of these examples, firms were found to be criminally liable and
were found guilty of or admitted to illegal acts of deception.

During our analysis, we observed that in addition to the firm
engaging in fraud through an act of deception, a second firm
played a consequential role. These firms were either suppliers
or buyers of the firm that committed the fraud and had oppor-
tunities to intervene in the fraudulent behavior but varied in
whether and how they acted. We call these firms potential sup-
ply chain guardians based on the opportunity that they had to
influence the trajectory of the fraud.

Given that we intentionally selected industry examples of supply
chain fraud, these potential supply chain guardians were ulti-
mately unsuccessful. An important point to note is that exam-
ples of supply chain guardianship, especially successful ones,

TABLE1 | Overview of industry examples of supply chain fraud.

are relatively rare in public discourse. This is likely due to selec-
tion bias: when fraud is prevented, it seldom attracts attention
or results in public documentation. Firms that discover fraud
from their partners have little incentive to publicly disclose the
misconduct, though recent evidence shows that suppliers might
push back against buyers when confronted with customers'
wrongdoing (Prajogo et al. 2025).

To address this limitation, we included two additional industry
examples to broaden the analysis by identifying firms that acted
as successful supply chain guardians. In one example, a buyer
took corrective action against suppliers after discovering mod-
ern slavery. In the other, a supplier resisted a buying firm's re-
quest to change product specifications due to significant safety
concerns associated with that change and subsequently shared
those concerns with other buying firms. These additional ex-
amples provide a richer and more balanced view of guardian-
ship in practice, following a typical-and-diverse sampling logic
(Seawright and Gerring 2008). We analyze six industry exam-
ples overall, including four that resulted in significant fraud and
two in which fraud was successfully prevented. Table 1 presents
an overview of the industry examples of supply chain fraud and
the firms identified as potential supply chain guardians in each
instance.

Table 2 presents the network positions observed in the industry
examples, and the actions of the supply chain guardians that we
observed after they became aware of an issue that could lead
to fraud. The guardians varied in network position, with some
downstream and others upstream of the fraud. We discuss these
different network positions as supplier- and buyer-side fraud
based on whether the act of fraud occurred at a supplier or buyer
relative to the guardian.

Fraud firm(s)

Potential supply chain guardian

Summary of fraud (act of deception)

Milk suppliers Sanlu (buyer)
Takata Honda (buyer)
Raw material suppliers Patagonia (buyer)
General motors Delphi (supplier)
Volkswagen Bosch (supplier)
General motors Autoliv (supplier)

Added melamine-laced powder to deceive protein
tests for milk sold to Sanlu to make infant formula,
leading to several deaths (official reports include
over 50,000 hospitalizations and 6 official deaths).

Falsified airbag test data showing deadly safety
defects. Withheld accurate data from Honda,
leading to dozens of deaths (at least 36 globally).

Used forced migrant labor leading to debt
bondage. Patagonia required remediation.

Concealed a deadly safety defect from the government
and misled consumers on car safety, leading to over
a hundred deaths (after rejecting 90% of applicants,

124 deaths were approved for compensation).

Lied about emissions compliance to cheat government
oversight. Destroyed documents, misled investigators,
and obstructed justice during the investigations into the
illegal pollution (estimated to cause 59 premature deaths).

Asked Autoliv to match dangerous Takata airbag design.
Autoliv refused and informed other firms of risks.

Note: Successful instances of supply chain guardianship are included in italics.
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TABLE 2 | Actions taken by potential supply chain guardians after fraud discovery.

Potential
Network supply chain Supply chain Supply chain guardianship
structure? Fraud firm (F) guardian (G) guardianship failures behaviors
Supplier-side fraud Milk suppliers Sanlu Continued to ship None
product even after tests
showed adulteration.
Takata Honda Continued using risky None
airbags and did not
warn customers.
Raw material Patagonia None Took corrective actions to change
suppliers supplier behavior, disclosed the
issue, and formed an industry
coalition to address debt bondage.
Buyer-side fraud General motors Delphi Made substandard Pushed GM for additional testing
parts despite concerns. but were unsuccessful. Fully
cooperated during investigations.
Volkswagen Bosch Coded emissions cheat Warned VW of potential to use
software, and covered as cheat device and asked VW
up its purpose. to take responsibility for use.
General motors Autoliv None Refused to use dangerous
compound, and warned GM and

other automakers of risks.

F represents the firm guilty of fraud, G represents the potential supply chain guardian, and V represents the victims of the fraud (further downstream customers).

2.3 | Key Findings From Industry Examples

Following methodological guidelines for phenomenon-driven
research (Eisenhardt and Graebner 2007; Fisher et al. 2021), we
uncover three patterns from the industry examples and discuss
their theoretical and practical insights across macro-, meso-,
and microlevels. We present a short summary of the findings
for each level in Figures 1-3, with additional detailed infor-
mation on the industry examples available in the Supporting
Information.

2.4 | Macro: Network Position Influenced
the Efficacy of Potential Supply Chain Guardians

The evidence suggests that potential guardians were more suc-
cessful in stopping supplier-side fraud. Firms that discovered
supplier-side fraud occupied a pivotal position between the
fraud firm and other downstream victims, and they seemed
to have more effective leverage to influence the behavior of
their supply chain partner compared to buyer-side fraud. For
example, Patagonia was able to take a relatively straightfor-
ward approach to address supplier-side fraud after identifying
problematic behavior by requiring the suppliers to change and
publicly disclosing the problem to increase awareness. In con-
trast, when Autoliv was asked to switch to a dangerous chem-
ical compound by a buyer, it was significantly more difficult.
Rejecting a customer request—even one that could lead to se-
rious harm—was not easy or straightforward, as summarized
by one employee: “General Motors told us they were going to
buy Takata's inflaters unless we could make a cheaper one”
which “set off a big panic on how to compete” (Tabuchi 2016).

Autoliv ultimately did not make the airbags with the danger-
ous chemical ammonium nitrate and informed their custom-
ers of the risks.

In failed guardianship examples, the suppliers Delphi and
Bosch attempted but failed to change their buyers' behav-
iors. Meanwhile, the buyers Sanlu and Honda showed little
evidence of any meaningful intervention toward their sup-
pliers, despite being well positioned to do so. However, after
the fraud became public and during investigations, Sanlu and
Honda were assigned considerably greater responsibility for
their failure to prevent the fraudulent product from being sold
compared to Delphi and Bosch. This is, particularly, striking
given that Sanlu and Honda were initially victims and were
deceived by their suppliers, while Delphi and Bosch were
never victims of deception as they made the products to their
buyers' specifications and were aware of and disclosed the
risks to their buyers.

Pattern 1: Potential supply chain guardians were more effective
at (a) preventing fraudulent behavior and (b) stopping fraud from
having further impacts when it was supplier-side fraud.

2.5 | Meso: Top Management at Firms Involved
in Fraud Emphasized Rigid, Performance-First
Priorities

The top management at firms involved with fraud strongly
emphasized rigid, performance-first priorities. For GM and
Takata, extreme cost pressures dominated organizational
decision-making (Valukas 2014). At Volkswagen, management

4
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Pattern 1: Potential supply chain guardians were more effective at (a) preventing fraudulent behavior and (b) stopping fraud from

having further impacts when it was supplier-side fraud.

Observations of Potential Supply Chain Guardians
Supplier-side fraud

Buyer-side fraud

Guardianship behavior changed other firm's behavior

Was found liable for failure to stop the fraudulent act
Considered generally responsible for failure to stop the fraud

Theoretical Insight: Network structure plays a critical role in both
supply chain fraud and supply chain guardianship. It influences the
feasibility of addressing fraud and the likelihood of successful
intervention.

FIGURE1 | Observations of macrolevel factors in industry examples.

Sanlu Honda Patagonia Delphi  Bosch  Autoliv
O O O
O (] (]
O O O O
(] (] (] O
O O (] O

Practical Insight: Firms that made efforts to act as supply
chain guardians, even if unsuccessful, faced significantly
smaller penalties than those that failed to act.

Pattern 2: Upper management at firms involved in fraud strongly emphasized rigid, performance-first priorities that led to

the fraud, and rejected supply chain guardianship efforts when they did not align with those priorities.

Milk
Suppliers
Observations of Firms Involved in Fraud
High pressures from upper management no data
Culture of silencing dissent no data

Theoretical Insight: Upper management priorities set the
tone for an organization, shaping decisions around fraud
and undermining supply chain guardianship if it conflicts

with those priorities.

FIGURE 2 | Observations of mesolevel factors in fraud firms.

Raw
Materials GM VW GM
Suppliers

no data
no data

Takata

Practical Insight: Priorities that create high pressure to
achieve certain goals can drive fraud and inhibit supply

chain guardianship when in conflict with those goals.

Pattern 3: Deflecting the responsibility for unethical behavior to others was a recurring theme for firms

involved in fraud and supply chain guardians that failed to address the issue.

Milk Raw
. . . Suppliers Takata Mater'lals GM VW GM
Observations of Firms Involved in Fraud Suppliers
Passed the responsibility to others no data no data
Observations of Supply Chain Guardians Sanlu  Honda Patagonia Delphi  Bosch  Autoliv
Passed the responsibility to others O O

Theoretical Insight: Taking responsibility for
ethical behavior is related to supply chain
guardianship decisions.

FIGURE 3 | Observations of microlevel factors in industry examples.

demanded success at any cost, as a refusal or failure to deliver
was unacceptable (Ewing and Bowley 2015). Beyond shaping
internal decision-making, the tone from upper management
also obstructed supply chain guardianship as any decisions
that contradicted these priorities were dismissed, and em-
ployees feared speaking out. Other firms in the supply chain

Practical Insight: The difference between fraud and
succesful guardianship often came down to a simple decision
early on to take responsibility for their supply chains.

were unable to influence a company's actions when doing so
required challenging the priorities set by upper management.

Organizational cultures varied among the potential guardians.
At Bosch, Delphi, and Honda, there was no clear culture rein-
forced by the executive team; instead, culture appeared to be
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primarily shaped by the engineering teams. In contrast, Sanlu,
Patagonia, and Autoliv demonstrated strong organizational
cultures rooted in executive priorities. Sanlu showed signs of
the same suppressive culture as the fraud perpetrators, priori-
tizing saving face and growth at any cost. Patagonia promoted
a mission-driven, ethical culture centered on transparency,
while Autoliv maintained a strong safety-first culture driven by
leadership commitment. These contrasts underscore how orga-
nizational tone can either support or constrain guardianship
behavior.

Pattern 2: Upper management at firms involved in fraud strongly
emphasized rigid, performance-first priorities that led to the
fraud and rejected supply chain guardianship efforts when they
did not align with those priorities.

2.6 | Micro: Firms Involved in Fraud Deflected
Responsibility for Unethical Behavior

The first reaction following the discovery of fraud was often a
key decision moment in terms of either taking responsibility or
passing the responsibility onto others. For example, in 2008,
Bosch emailed Volkswagen, asking them to take the responsi-
bility for continuing to develop the devices used to defeat the
emissions testing, stating: “The further development requested
by your company will result ... in an additional path for the
potential to reset data to act as a ‘defeat device.” We ask you
to have the attached disclaimers executed by your company”
(Lawrence et al. 2017). Similarly, investigations uncovered a
2007 “Warranty Settlement Agreement” in which GM agreed
not to sue Delphi for outstanding issues, explicitly listing “igni-
tion switch failure” as one of the items (Valukas 2014, 128).

In addition to blame-shifting between organizations, we also
observed similar behavior within organizations. As more indi-
viduals became aware of fraud, many chose to cover it up rather
than take responsibility and address the issue. Notably, these ac-
tions played a key role in holding executives legally accountable
for failing to act as guardians once they became aware of the
fraud, despite not having initiated it.

Pattern 3: Deflecting the responsibility for unethical behavior to
others was a recurring theme for firms involved in fraud and sup-
ply chain guardians that failed to address the issue.

3 | Multilevel Theoretical Support and Hypotheses

The previous section identified three patterns from the industry
examples that ranged across the macro-, meso-, and microlev-
els. Given that neither the patterns that we observe in the in-
dustry examples nor the cause-and-effect relationships among
the constructs identified are free from uncertainty, they require
further exploration. In this section, we examine each pattern in
more depth using theory at the macro-, meso-, and microlevels
to develop hypotheses for testing. We thus use an integrated
phenomenon-driven and theory-based approach (e.g., Fisher
et al. 2021; Dencker et al. 2023; Bendoly and Oliva 2025) to in-
troduce relevant theories and integrate them with our industry
evidence to develop hypotheses.

3.1 | Macrolevel Factor: Supplier-Side
or Buyer-Side Fraud

Understanding a supply chain involves extending beyond a
dyadic perspective to consider triadic or tetradic structures
(Choi and Wu 2009; Choi and Holmen 2023). Structural hole
theory identifies the importance of this network structure,
arguing that firms possess advantages and disadvantages
based on their position within a network (Burt 1992). A basic
triadic structure can be represented as A — B— C, whereby
Firm A supplies products to Firm B, which in turn supplies
products to Firm C. Accordingly, Firm B controls the flow of
goods and information between Firms A and C and bridges
the structural hole that exists between Firm A and Firm C.
The concept of bridging explains how an absence of connec-
tion between two nodes (in this case, Firms A and C) leads to
situations where “intermediary actors facilitate transactions
between other actors lacking access to or trust in one another”
(Marsden 1982, 202). Such situations offer informational and
positional advantages to an actor that bridges the structural
hole (Burt 1992; Li et al. 2023).

DuHadway et al. (2022) expand on structural hole theory
to introduce structural fraud theory, examining how fraud-
ulent firms exploit bridging positions to perpetrate supply
chain fraud. When fraud is discovered, “firms seek to re-
move the bridge (i.e., close the hole) and reduce structural
ignorance” (DuHadway et al. 2022, 144) in a process called
bridge collapse. This process involves a sudden restructuring
of the network to enhance information transparency and pre-
vent fraud.

Combining this theoretical perspective with the concept of a
supply chain guardian presented in this paper, a guardian that
occupies the bridge position can collapse the bridge by connect-
ing the network nodes and sharing information within the triad
about the fraud. However, when a potential guardian does not
occupy the bridge position, they might have limited capability
to stop the fraud due to not being connected to the other key
node in the network. The examples reveal two simplified net-
work structures:

1. Supplier-side fraud: The fraudulent behavior occurred at a
supplier firm, and the potential guardian bridged the struc-
tural hole (e.g., fraud — guardian — victim).

2. Buyer-side fraud: The fraudulent behavior occurred at a
buyer firm, and the potential guardian did not occupy the
bridge position (e.g., guardian — fraud — victim).

The potential supply chain guardians that bridged the struc-
tural hole (the buying firms Honda, Sanlu, and Patagonia)
were in a position that allowed them to stop the fraud.
However, among these, only Patagonia acted as a supply chain
guardian, implementing corrective actions that addressed the
behavior of the firm engaging in fraud and publicizing infor-
mation about it. Potential supply chain guardians that did not
bridge the structural hole (the suppliers Delphi, Bosch, and
Autoliv) were less capable of stopping the fraud, even when
they were motivated to do so. This finding is similar to re-
search that finds that suppliers do push back when they see
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buyer wrongdoing (see Prajogo et al. 2025), although doing so
might be less effective for buyer-side fraud. Integrating struc-
tural fraud theory with the evidence from industry examples,
we hypothesize:

Hypothesis 1. Supply chain guardianship will be stronger for
supplier-side fraud compared to buyer-side fraud.

3.2 | Mesolevel Factor: Tone at the Top
of the Organization

Tone at the top has been defined as “top management's way
of expressing (ethical) values pursued in the organization and
providing guidance to employees” (Ewelt-Knauer et al. 2022,
610). The concept and its function as a critical mechanism for
guiding behavior have been widely discussed in the corporate
governance, fraud, and management literature (e.g., the semi-
nal works by Schwartz et al. 2005; Trevifo et al. 1998; Mayer
et al. 2012). Extant research has found this mesolevel factor “to
be an important precursor to, or reinforcement of, an ethical cul-
ture or ethical norms” (Warren et al. 2015, 561), and claims that
ethical culture exerts a powerful influence on the behavior of
the organization's members (Trevifio et al. 1998; Hiekkataipale
and Lamsé 2019; Roy et al. 2024). As tone at the top reflects the
values, priorities, and commitments communicated by top man-
agement through both words and actions, it sets the standard
for what is acceptable and expected by members. Consequently,
it serves as a key component of an organization's informal
control system, complementing formal governance structures
by providing employees with cues on how to interpret and re-
spond to ethical challenges (Falkenberg and Herremans 1995;
Schaubroeck et al. 2012).

In practice, the significance of tone at the top in preventing
corporate misconduct has long been identified as a key fac-
tor in fraud prevention and detection (National Commission
on Fraudulent Financial Reporting 1987; Brief et al. 1996).
This stance is reinforced by the Association of Certified Fraud
Examiners (2012), which defines its role as shaping an orga-
nization's ethical atmosphere. The examples from industry
indicate that the tone at the top was one of the key drivers
of supply chain fraud, prominently featuring in the examples
of GM, Takata, and Volkswagen, where the top management
emphasized the financial consequences of decisions over moral
considerations. One of the clearest examples is GM, where the
company's emphasis on cost reductions created an environ-
ment that deprioritized safety. The GM Investigation Report
(Valukas 2014) investigating the ignition switch issue included
an entire section called the “Tone at the Top on Safety,” which
discussed the failure of GM to emphasize safety due to their
strong emphasis on costs where addressing that failure was
included as one of the first recommendations to “implement
regular communications with employees about safety to raise
awareness and reinforce the tone at the top” (Valukas 2014,
260). In contrast, both successful examples of supply chain
guardians—Patagonia and Autoliv—clearly emphasized eth-
ical decision-making.

Taken together, the academic literature and industry exam-
ples suggest that the tone at the top can play a significant role

in employees’ decisions regarding supply chain guardianship.
Setting an ethical tone at the top implies that leaders encourage
employees to (a) identify decisions with moral consequences and
(b) consider more than simply the bottom-line results (Onesti
and Palumbo 2023; Taylor-Neu et al. 2024). The tone at the top
of an organization can stop the proliferation of fraud when it em-
phasizes safety or ethical decision-making. Conversely, a rigid
leadership focus on cost-cutting and financial metrics can dis-
courage ethical behavior and contribute to fraudulent practices.
Juxtaposing earlier findings on the influence of tone at the top
and our industry examples, we hypothesize:

Hypothesis 2. Supply chain guardianship will be stronger
when the tone at the top emphasizes an ethical decision
environment.

3.3 | Individual-Level Factors: State and Process
Moral Disengagement

One prominent explanation for individuals' unethical behav-
ior is moral disengagement, as a cognitive process that enables
otherwise decent people to perpetuate inhumane practices
(Bandura 1999). Moral disengagement can be conceptual-
ized as either a trait-level propensity (e.g., Detert et al. 2008;
Moore et al. 2012) or a process that can change over short
periods (e.g., Welsh et al. 2015). Reviews highlight the chal-
lenges in studying moral disengagement due to its dual con-
ceptualization and the multiple mechanisms through which
it operates (Moore 2015; Newman et al. 2020; Schaefer and
Bouwmeester 2021).

Addressing the complexities of extant work on moral disen-
gagement, Schaefer and Bouwmeester (2021, 526) reconceptu-
alize process moral disengagement as “intrapsychic cognitive
reasoning processes through which people selectively recon-
strue a moral judgment ‘behavior B by actor A is morally wrong’
and shift it toward becoming ‘behavior B is not morally wrong’
or ‘actor A is not responsible for behavior B’”. From this per-
spective, process moral disengagement comprises two key di-
mensions: (1) reconstruing morality, or re-evaluating behavior
to reinterpret it as morally acceptable; and (2) reconstruing
agency, or deflecting the responsibility of an actor from the
unethical behavior. Schaefer and Bouwmeester (2021, 526)
note that the two strategies “do not operate in empirically
distinct ways but may often intermingle in process moral
disengagement”.

Although process moral disengagement is an intrapsychic
process that cannot be directly observed, we find evidence re-
flecting reconstruing morality and reconstruing agency in the
industry examples. Reconstruing morality was observed in the
GM example when the investigation report identified how “is-
sues remained mired in cost and ‘business case’ justifications—
factors that would have played no role in resolving a safety
issue” (Valukas 2014, 54). Internal emails at Takata also show
evidence of reconstruing morality, as manipulating data was
positively promoted and normalized in internal emails (Ivory
and Tabuchi 2016). Reconstruing agency was also evident in
several examples, as firms involved in fraud-related behavior
deflected responsibility by either passing the responsibility
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for the behavior within their company or blaming other firms
rather than taking responsibility for the behavior. For instance,
the investigative report on GM describes it as: “a troubling
disavowal of responsibility made possible by a proliferation of
committees. It is an example of what witnesses called the ‘GM
salute,” a crossing of the arms and pointing outward towards
others, indicating that the responsibility belongs to someone
else. Here, because a committee was ‘responsible,” no single
person bore responsibility or was individually accountable”
(Valukas 2014, 68-69).

Research has consistently found that moral disengagement
is associated with higher degrees of unethical behavior (e.g.,
Moore et al. 2012; Kaufmann et al. 2018; Pournader and
Kach 2024). The common approach in this literature is to mea-
sure state moral disengagement in experiments after assessing
unethical behavior, rather than manipulating moral disen-
gagement as a causal factor (Newman et al. 2020). To ground
our research in extant literature while also testing the causal
mechanism of process moral disengagement, we include two
hypotheses, one reflecting the traditional use of moral disen-
gagement as a state variable measured after the fact, and the
other manipulating process moral disengagement as a causal
factor. Given the consistency between theory and practical ev-
idence, we expect state moral disengagement to be associated
with lower levels of supply chain guardianship. Furthermore,
we expect that process moral disengagement will reduce sup-
ply chain guardianship. Hence:

Hypothesis 3. State moral disengagement will be negatively
associated with supply chain guardianship.

Hypothesis 4. Process moral disengagement will decrease
supply chain guardianship.

4 | Experiments

The hypotheses were tested using four vignette-based exper-
iments (Aguinis and Bradley 2014; Eckerd et al. 2021), which
we refer to as Studies A, B, C, and D. The experimental designs
were informed by our industry examples, aggregate data on
fraud investigations, and theoretical insights. In matching the
experimental context to the industry examples, we prioritized
maximizing internal and external validity. We include a more
detailed discussion of the dilemmatics considered in developing
the experiments in the Supporting Information (McGrath 1981).
Figure 4 provides an overview of our phenomenon-driven and
theory-based approach.

4.1 | Summary of Experiments

We used a similar overall structure for the four studies by asking
participants to assume the role of an employee at a firm where
they discover an act of deception by another firm in their supply
chain that is clearly illegal and could cause significant harm.
They were then asked what actions they would recommend their
firm take in response. In each study, participants were randomly
assigned to different manipulations. All studies used the same
dependent variables for supply chain guardianship. In Study A,
we manipulated network position and tone at the top. In Study B,
we manipulated network position and process moral disengage-
ment. In Studies C and D, we introduced an expanded industry
context to increase the external validity of the experiments and
serve as robustness checks, involving network position in Study
C and process moral disengagement in Study D (Figure 5). We
summarize the key information for each experiment below, and
provide full details on the experimental design, manipulations,
and measures in the Supporting Information.

Analysis
Lev);l Evidence from Industry Examples Hypotheses Experimental Design Factors
‘ ’ * Network positi lier-side/buyer-
Pattern 1: Potential supply chain Hypothesis 1: Supply chain  CIWork posthion (SuP pret-sice/buyer
. . ) o side fraud) manipulation based on triadic
. guardians were more effective at (a) guardianship will be stronger ..
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Network preventing fraudulent behavior and (b)  for supplier-side fraud examples
stopping fraud from having further compared to buyer-side . L .
impacts when it was supplier-side fraud. fraud * Guardianship decisions include actions
P ' ’ towards other network firms.
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) . ] Hypothesis 2: Supply chain developed based on training materials
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€so: organizational priorities that led to the .
0 izati ) . . when the tone at the top * Emphasized cost and safety tradeoffs
rgamzation  fiqud, and rejected supply chain ) . .
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FIGURE4 | Connection between industry examples, hypotheses, and experimental design.
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FIGURES5 | Overview of flow in experiments.
4.2 | Sample

Data for all four studies were gathered from Prolific (www.proli
fic.com). While recent comparisons of online data collection
platforms show that Prolific performs well in terms of overall
data quality (Douglas et al. 2023; Albert and Smilek 2023; Peer
et al. 2022), methodological guidelines in the operations man-
agement literature also emphasize that ensuring data quality
more strongly depends on proper participant screening than on
online data collection platform choice (Shang and Ronkkd 2022).
In line with recent behavioral operations research (Ried
et al. 2025; Lu et al. 2024), we therefore followed the recommen-
dations of Shang and Ronkko (2022) and carefully screened all
participants. We prescreened for participants who (1) had man-
agement experience; (2) held decision-making responsibilities in
at least one of the business strategy, customer/client, operations/
production, or supply chain/logistics categories; (3) held roles in
account management, operations, or product management func-
tions within their organization; (4) were fluent in English; and
(5) were current residents of the United States.

Participants were deemed ineligible if they had already partici-
pated in any other experiment used in this paper, meaning that
all participants are unique respondents between Studies A, B, C,
and D, and the pretests collected for Studies A and B. In addition,
we incorporated several checks to validate the responses, in-
cluding eliminating responses with missing data and those that
failed attention checks and manipulation checks that included
both objective and subjective measures. Participants were paid a
fixed amount for both experiments based on Prolific's suggested
hourly rate of $12 per hour and the estimated 15-min duration.
We used a fixed-rate payment rather than performance-based
incentives to match the practical context (Eckerd et al. 2021).
Table 3 provides sample characteristics.

4.3 | Manipulations and Measured Variables

Network position was manipulated by randomly assigning par-
ticipants to one of two different network structures, where the

Information Sharing

fraud was committed by either a supplier (supplier-side fraud)
or a buyer (buyer-side fraud), matching the network structures
observed in our industry examples. For Studies A and B, the
network position of participants’ firm and the fraud-committing
firm were swapped between manipulations, matching the two
network structures observed in the industry examples (Figure 6).
For Study C, the participants' firm was fixed with a specific role
with the same buyer and supplier relationships in all conditions.
We then randomly assigned participants to supplier-side fraud
(0) or buyer-side fraud (1) for Studies A, B, and C. For Study D,
we assigned participants to supplier-side fraud.

Tone at the top was manipulated by randomly assigning partici-
pants to firms where top management emphasized either safety
(1) or cost (0). This manipulation included a training developed
by adapting the GM training materials revealed during the in-
vestigation, where safety issues were deprioritized to emphasize
cost, which was identified as exemplary of the problematic cul-
ture at GM (Valukas 2014). To complete the training, partici-
pants had to correctly complete a sorting task matching the top
management priorities and then read additional descriptive text
describing top management directives.

Process moral disengagement was manipulated by randomly
assigning participants to different levels of process moral dis-
engagement. We activated moral disengagement using “in-the-
moment” context-specific instructions based on the suggestions
from Ogunfowora et al. (2022). We developed the specific ma-
nipulation based on industry evidence, moral disengagement
research (Schaefer and Bouwmeester 2021), and previous work
that manipulated moral disengagement in other contexts (Dang
et al. 2017). Study B manipulated process moral disengagement
to either high (1) or no moral disengagement (0), and Study D
manipulated three levels for process moral disengagement as
high (1), neutral (0), or low (—1) (Table 4).

Supply chain guardianship was the primary dependent vari-
able in this study, measured by asking participants what
actions they would recommend their firm take in a report
to upper management at their firm. We measured supply
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TABLE 3 | Sample characteristics.

Sample information Study A Study B Study C Study D

Initial sample 253 285 294 282
Additional data collection 1442 — — —
Did not match prescreening questions 89 37 45 32
Eliminated due to missing data 34 3 0 0
Completed responses 274 245 249 250
Eliminated for failed attention check 7 2 1 8
Final sample 267 243 248 242

Demographics of final sample
Compensation $3 $3 $3 $3
Median completion time (min) 13.85 13.1 14.1 13.5
Median age (range) 40 (19-69) 44 (18-85) 39 (20-77) 40 (21-71)
Female/male/other 152/115 117/126 112/136/0 120/119/3
SCM knowledge (at least 2/3 correct) 97.4% 95.1% 93.1% 95.0%
Percentage with managerial experience 100% 100% 100% 100%
Country of birth (USA/global) 257/10 227/16 241/7 229/13

2For study A, we collected an additional round of data collection to address concerns about sample size raised during the review process. Results are presented on the
total sample, after validating merging the two samples as discussed in the Supporting Information.

Supplier-side Fraud

Fastening
Solutions
@ Beams Inc.

Steelspan
Builders

AN

Buyer-side Fraud

B Inc. I
@ eams Inc

Fastening
Solutions mmm
/ -
e
==1 A
=
Steelspan |
Builders n
) 8 4

FIGURE 6 | Network figures shown to participants in Studies A and B. Participants were assigned to the firm Beams Inc. and discovered their

supplier/customer Fastening Solutions had fabricated certificates. The roles of each firm are labeled for reference. F represents the firm committing

fraud, G represents the potential supply chain guardian, and V represents a victim of the fraud. Headings and labels were not shown to participants.

chain guardianship using two items: (1) corrective actions to
take toward the fraudulent party and (2) information shar-
ing with potential victims. These items were adapted to the
context of this experiment from recent experiments investi-
gating individual responses to discovering modern slavery
(Pournader and Kach 2024) and based on structural fraud
theory (DuHadway et al. 2022). We used a seven-point scale,

anchored with examples developed to represent minor, mod-
erate, and major levels for both questions.

Supply chain guardianship propensity was included as a con-
trol variable to measure respondents’ baseline propensity to
take actions to stop illegal behavior within their supply chain
and to control for potentially omitted variables related to the
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TABLE 4 | Mechanisms of process moral disengagement mapped to the experiment in Study B.

Mechanisms

Language in experiment

Behavior B is not morally wrong —)

1. Moral justification

2. Misconstruing consequences

3. Moral exclusion of victim

Actor A is not responsible —)

1. Displacement of responsibility.

2. Blaming the victim

3. Diffusion of responsibility

Morally, there are no “right” or “wrong” choices for this decision.

1. None of the choices are unethical, since your company didn't do anything
illegal.

2. The consequences are minor, because the projects have specific design
requirements even if the materials were not certified.

3. Most of the projects are for warehouses, with practically no people working
there.

You are not personally responsible for the choice you make.

1. You are writing a report for what actions Beams Inc., should take, not what
you personally would choose.

2. Steelspan Builders is to blame for the situation due to their constant cost
pressures.

3. Other people will be part of the choice, so your recommendation is just one
among many.

Note: The ethical choice being considered was what to recommend in the report after discovering the falsified certifications. “Behavior B” included the dependent
variables for supply chain guardianship and “Actor A” was the participant. The language in the experiment was intentionally orthogonal to specific recommendations

to avoid priming participants toward a specific choice.

dependent variables. The two measures used for supply chain
guardianship in this study capture specific actions, whereas
the supply chain guardianship propensity variable is a more
general, reflective measure of respondents’ general inclination
to intervene.

State moral disengagement was measured in Study A using the
prevalent approach of measuring the variable after the deci-
sion variables in the experiment (Moore et al. 2012; Kaufmann
et al. 2018; Pournader and Kach 2024). This method involves
collecting the variable after the primary dependent variables
and adapting specific mechanisms to the experimental context.

Control variables included demographic information provided
by the participants to Prolific, detailing their age and gender.
Additionally, we included control variables in our experiments
to measure Machiavellianism (Jones and Paulhus 2014), social
desirability bias (Crowne and Marlowe 1960; Ried et al. 2022; Ta
et al. 2025), and supply chain management expertise. All mea-
sures are provided in the Supporting Information, and Tables 5
and 6 include correlations for all variables.

4.4 | Manipulation Checks and Further
Robustness Checks

For network position, participants were randomly assigned to
different network positions based on whether they were facing
supplier-side or buyer-side fraud. In Studies A and B, we asked
participants to specify the relationship between their firm and
the firm that committed fraud in the experiment, measuring
whether they reported it as a supplier (1) or customer (2). We
observed statistically different responses in the expected di-
rection when comparing groups using t-tests of unequal vari-
ance (t=-14.85, p<0.01 in Study A and t=-11.17, p<0.01 in
Study B). For Study C, we measured two subjective responses

on a seven-point scale to verify the efficacy of the manipulation
(t=-13.09, p<0.01). All manipulation checks confirmed the ef-
fectiveness of the manipulation.

For the tone at the top in Study A, participants were randomly
assigned to firms where top management emphasized either
safety or cost. As a manipulation check, we asked the respon-
dents to state how strongly they agreed with the statement “my
company had a culture that valued safety over cost” using a
seven-point scale. We observed statistically different responses
in the expected direction when comparing groups using t-tests
of unequal variance (t=-10.29, p<0.01), confirming the effec-
tiveness of the manipulation.

For process moral disengagement in Studies B and D—which
involved multiple mechanisms that “do not operate in empiri-
cally distinct ways but may often intermingle in process moral
disengagement” (Schaefer and Bouwmeester 2021, 526)—we
included a manipulation check including eight different mea-
sures asking participants to state how strongly they considered
certain issues related to the mechanisms used to manipulate
process moral disengagement. Each question was assessed on
a seven-point scale, anchored with “did not consider at all” and
“considered extensively.” In both studies, we observe a statis-
tically significant difference using t-tests of unequal variance
(t=-2.31, p=0.02 in Study B) and (t=-2.85, p<0.01 in Study
D). In addition, we test whether the manipulation on process
moral disengagement influenced state moral disengagement in
the intended direction to verify the efficacy of the manipulation.
In both studies, the manipulation of process moral disengage-
ment had a significant effect on the manipulation checks and
state moral disengagement (t=-2.68, p=0.01 in Study B and
t=2.32, p=0.02 in Study D).

Table 7 summarizes the manipulation check results for all stud-
ies. The Supporting Information presents additional robustness
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TABLE 7 | Manipulation check results for all studies.

Manipulation by study Values by group

t-test unequal

Network position (Study A) Supplier-side

Sample size 136
Mean 1.04
Tone at the top (study a) Cost
Sample size 126
Mean 3.81

Network position (Study B) Supplier-side

Sample size 123

Mean 1.04
Process moral disengagement (Study Low
B)

Sample size 123

Composite mean (8 manipulation 3.85

checks)

Composite mean (state moral 2.46

disengagement)

Network position (Study C) Supplier-side

Sample size 127

Composite mean (2 measures) 1.84
Process moral disengagement (Study Low
D)?

Sample size 83

Composite mean (8 measures) 2.65

Composite mean (state moral 2.07

disengagement)

t-test equal variance variance
Buyer-side
131
1.69 —15.06 (p=0.00) —-14.85 (p=0.00)
Safety
141
6.16 -10.57 (p=0.00) —-10.29 (p=0.00)
Buyer-side
120
1.58 —11.27 (p=0.00) —11.17 (p=0.00)
High
120
4.20 —2.31 (p=0.02) —2.31 (p=0.02)
2.83 —2.45(p=0.02) —2.45(p=0.02)
Buyer-side
121
4.83 —-13.30 (p=0.00) —-13.09 (p=0.00)
N High
79 80
2.65 3.03 2.95 (p=0.00) 2.85 (p=0.01)
2.34 2.44 2.32(p=0.02) 2.32(p=0.02)

2For study D, the variable was manipulated to three levels of low, neutral, and high. We report the t values from a regression on the manipulation checks treating the

1V as continuous with and without robust standard errors.

checks, including measure validation, measures for the manip-
ulation checks, and discussions of internal and external validity.

4.5 | Results From Studies A-D

For each study, we estimate two dependent variables (corrective
actions and information sharing). Given the related conceptual
and theoretical nature of these outcomes, a simultaneous esti-
mation method is appropriate based on the likelihood that the
resultant error terms on the statistical estimations across each
of the (separately estimated) equations will be related, which
can lead to less efficient estimation. To account for this, we es-
timate our models simultaneously using seemingly unrelated
regression, which captures a joint error term and exhibits in-
creased efficiency in estimation (Zellner and Huang 1962). We
present the estimates of the models for Studies A to D, first with
the main effects in Table 8 and then with all additional control
variables in Table 9. Additional models with the manipulations,

covariates, significant and insignificant controls are available in
the Supporting Information for each study.

4.6 | Model Fit

An examination of the fit statistics and explanatory power
across the four models for the main effects suggests that the
model estimation approach is correct. For Study A, the R? val-
ues are 0.235 for the corrective actions dependent variable and
0.212 for the information sharing dependent variable. For Study
B, the R? values are 0.123 for the corrective actions dependent
variable and 0.078 for the information sharing dependent vari-
able. For Study C, the R? values are 0.127 for the corrective ac-
tions dependent variable and 0.082 for the information sharing
dependent variable. Finally, for Study D, the R? values are 0.075
for the corrective actions dependent variable and 0.063 for the
information sharing dependent variable. In addition, the y? val-
ues across all models are statistically significant (p <0.01), and
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the Breusch-Pagan test of the residuals shows a statistically
significant y? value for all model estimations, supporting a joint
estimation approach for Studies A to D. Collectively, these fit
statistics suggest an adequate match between the modeling ap-
proach and data collection.

4.7 | Results for Hypotheses 1-4

Below, our findings are interpreted utilizing the simultaneous
estimations for Studies A through D, with Table 8 reporting the
main effects. For robustness and to ensure methodological rigor,
for each experiment on both dependent variables we estimated
three additional models: one with only the manipulations, one
with the manipulations and additional non-hypothesized co-
variates (supply chain guardianship propensity, social desirabil-
ity bias, and Machiavellianism), and one additional model with
the manipulated variable, the covariates, and all controls (age,
supply chain expertise, and gender). The additional models are
presented in the Supporting Information. Thus, four models for
each of the four experiments were estimated, resulting in a total
of 16 estimated models. A summary of the findings is presented
below based on the main effects results reported in Table 8.

Hypothesis 1 (network position) was tested in Studies A and
B, and then further validated in Study C. Across the six rela-
tionships tested in Studies A-C, there was one marginally sig-
nificant coefficient between buyer-side fraud and supply chain
guardianship for information sharing in Study A (B=-0.269,
p <0.10); otherwise, there were no significant relationships ob-
served between buyer-side fraud and supply chain guardian-
ship. Accordingly, we find no support for Hypothesis 1.

Hypothesis 2 (tone at the top) was tested in Study A. The results
supported the hypothesis and found that an ethical tone from
top management increased supply chain guardianship behav-
ior for corrective actions (B=0.351, p<0.01) and information
sharing (B=0.541, p<0.01). Accordingly, we find support for
Hypothesis 2.

Hypothesis 3 (state moral disengagement) was tested in Study
A and further validated in Study C. The results show that state
moral disengagement was associated with lower supply chain
guardianship for corrective actions and information sharing in
Studies A (B=-0.395, p<0.01 and B=-0.482, p<0.01) and C
(B=-0.323, p<0.01 and B=-0.350, p<0.01). Accordingly, we
find support for Hypothesis 3.

Although state moral disengagement was positively correlated
with supply chain guardianship in Studies B and D, we do not
interpret Studies B and D for Hypothesis 3 because those stud-
ies included a manipulation on process moral disengagement
which is conceptually related to and likely to influence state
moral disengagement.

Hypothesis 4 (process moral disengagement) was tested in
Study B and further validated in Study D. We found statistical
support that higher levels of process moral disengagement led
to lower levels of supply chain guardianship for corrective ac-
tions and information sharing in Study B (B=-0.799, p<0.01
and B=-0.768, p<0.01) and Study D (B=-0.363, p<0.01 and

B=-0.350, p<0.01), thereby supporting this hypothesis. Table 10
provides a concise summary of all experimental results.

5 | Discussion

The evidence presented in this study provides new insights
to answer our research question: What causes individual
decision-makers to have their firm engage in supply chain
guardianship, taking actions to stop fraudulent behavior at an-
other firm?

The patterns observed from the industry examples and the ex-
perimental results underscore the notion of supply chain guard-
ianship as a multilevel phenomenon, with antecedents at the
macro-, meso-, and microlevels. At the macrolevel, our industry
examples suggest that supply chain guardianship is more effec-
tive when the potential guardian is downstream of the fraud.
In contrast, our experimental evidence finds that individuals
recommend similar levels of supply chain guardianship re-
gardless of whether the fraud occurs upstream or downstream
(Hypothesis 1, not supported). At the mesolevel, the industry
examples highlight tone at the top as a key driver of fraud. This
is supported by the experimental evidence that supply chain
guardianship is higher when organizational leadership em-
phasizes an ethical decision environment (Hypothesis 2, sup-
ported). At the microlevel, industry examples underscore the
importance of personal responsibility. This is further supported
by the experiments revealing a negative correlation between
state moral disengagement and supply chain guardianship, as
well as a negative causal effect of process moral disengagement
on supply chain guardianship (Hypotheses 3 and 4, supported).
Table 11 summarizes the key takeaways at each level by inte-
grating evidence from the analysis of the industry examples and
the experiments.

With this combined theoretical and phenomenological contri-
bution, we offer scholars and managers viable pathways to mit-
igate supply chain fraud. Supply chain fraud threatens firms'
existence and places consumers at risk (Pullman et al. 2023).
While prior research has focused on internal controls and the
behaviors of fraud perpetrators, high-profile industry examples
show that managers in connected firms, buyers, suppliers, or
both can influence the trajectory of fraud by acting as supply
chain guardians. As a multiactor and multilevel phenomenon,
supply chain fraud requires a broader behavioral explanation.
As Bendoly and Oliva (2025, 4) argue, when “phenomena are
not straightforward and mechanisms are not obvious ...deliber-
ate research inquiry is critical.” Guided by their call, we have
investigated which factors influence individual decision-makers
to have their firms take action toward other supply chain mem-
bers to stop fraud.

5.1 | Contributions to the Literature

We offer new theoretical insights to understand supply chain
fraud by shifting the research focus to potential guardians.
Grounded in real-world industry examples, we introduce
the concept of supply chain guardianship, defined as the pro-
cess through which decision-makers intervene to stop fraud

Journal of Operations Management, 2026
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TABLE 10 | Summary of experimental results.

Support by study

Hypotheses A B

C D Findings and contribution

Hypothesis 1. Supply

f 1 chain guardianship will
Macro: be stronger for supplier- No No
Network side fraud compared
\ I to buyer-side fraud.
Hypothesis 2. Supply Yes —
Meso: chain guardianship will be
Organization stronger when the tone at the
top emphasizes an ethical
decision environment.
Hypothesis 3. State moral Yes —
disengagement will be
negatively associated with
supply chain guardianship.
Micro:
Individual
Hypothesis 4. Process moral — Yes

disengagement will decrease
supply chain guardianship.

Participants had similar levels of supply chain
guardianship regardless of whether the illegal
behavior was committed by a buyer or supplier.
If there is an effect, it is likely both contextually
dependent and a relatively small effect.

No —

Tone at the top changed supply chain
guardianship levels, increasing it when the
tone emphasized safety compared to when

the tone at the top emphasized cost.

Yes — State moral disengagement had a significant
negative relationship with supply chain
guardianship, with higher levels of moral
disengagement associated with lower levels of
supply chain guardianship, though this effect
was attenuated if supply chain guardianship

propensity was included as a control variable.

—  Yes  Process moral disengagement had a significant
negative causal relationship with supply chain
guardianship, suggesting that reconstruing
morality and reconstruing agency influence

supply chain guardianship decisions.

Note: A hyphen indicates that the relationship was not tested in the study.

committed by another company in their supply chain. In a con-
text in which data collection is challenging, we reveal three an-
tecedents of supply chain guardianship by juxtaposing industry
examples and theory. Our multilevel approach (e.g., Awaysheh
et al. 2021) allows us to contribute to distinct theoretical debates
at the macro-, meso-, and microlevels.

At the macrolevel, we complement network hole theory (Kim
et al. 2015; Pathak et al. 2014; Lan et al. 2020) and structural
fraud theory (DuHadway et al. 2022). While structural fraud
theory focuses on the network roles of firms that commit and
enable fraud, we foreground the role of supply chain guard-
ians who intervene within their networks to protect their
supply chains against fraudulent behavior. The industry ex-
amples pointed to greater guardian effectiveness when po-
sitioned downstream of the fraud, whereas the experiments
found that individuals engaged in similar levels of guardian-
ship regardless of whether the fraud occurred upstream or
downstream. While recent research (DuHadway et al. 2022)
and the industry examples point to the importance of network
structure in supply chain fraud, our experiments did not yield
consistent support for this theoretical prediction, suggesting
a boundary condition (e.g., Busse et al. 2017) and an oppor-
tunity for future research to examine in greater depth when
network position does—and does not—influence supply chain
guardianship.

At the mesolevel, this study identified tone at the top of an or-
ganization as an important factor influencing supply chain
guardianship. This finding corroborates social learning theory

(Yiu et al. 2014) and earlier findings on how leadership tone af-
fects fraudulent behavior within organizations (Hiekkataipale
and Liamsd 2019; Moore et al. 2019; Rose et al. 2021). It also
helps to explain previous research on supply chain fraud find-
ing that supply chain competitive pressure increases observed
levels of fraud (DuHadway et al. 2020). Our study shows that
clearly communicated company values and priorities influence
not only internal conduct but also external actions to curb fraud
in supply chains. Additionally, our study also provides insights
into the ongoing debate on hierarchy-light organizations, as dis-
cussed by Foss and Klein (2022), whereby a strong leadership
tone that emphasizes safety encourages individuals to take ac-
tions to prioritize the well-being of others through supply chain
guardianship, thus protecting their supply chains and their own
organization against the negative ramifications caused by the
unethical behavior of other firms.

At the microlevel, our study provides new evidence on how in-
dividuals psychologically distance themselves from ethical re-
sponsibility. While prior reviews (Newman et al. 2020) highlight
that most research on moral disengagement uses cross-sectional
designs, we manipulate process moral disengagement experi-
mentally. In Study A, we replicate prior findings on postdeci-
sion moral disengagement (e.g., Moore et al. 2012; Kaufmann
et al. 2018; Pournader and Kach 2024). In Study B, we provide
the first direct evidence of a causal relationship between process
moral disengagement and supply chain guardianship behavior.
This approach opens a novel empirical path for examining how
moral disengagement operates as a cognitive mechanism in eth-
ical decision-making.
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TABLE 11 | Key takeaways from multi-method approach.

Industry examples Experiments Key takeaways
Participants were motivated to confront
Network structure plays a supply chain fraud, regardless of where
critical role in both supply Participants were it occurred in the supply chain. Whether
chain fraud and supply chain motivated at similar those efforts are successful or not, and what
guardianship. It influences levels to confront fraud forms supply chain guardianship might
Macro: the feasibility of addressing when it was supplier-side take is likely highly dependent on real-
Network fraud and the likelihood of or buyer-side fraud. world context where the fraud occurs where
successful intervention. network position can change how effective
supply chain guardianship efforts are.
Upper management priorities Tone at the top that The strong focus on cost-driven or other
set the tone for an organization, emphasized safety priorities can derail a more balanced
shaping decisions around increased supply chain approach to supply chain management that
fraud and undermining guardianship compared considers supply chain fraud, leading to
Meso: supply chain guardianship if to tone at the top that less optimal decision-making. When firms
Organization it conflicts with those goals. emphasized cost. embraced cultures that considered ethical
decision-making, those firms protected
their firm and their supply chains from
wrongdoing, while those that had strong
cultures of cost ended up facing significant
negative penalties, including bankruptcy.
Taking responsibility for ethical =~ State moral disengagement  Ethical decision-making can be influenced
behavior is related to supply was negatively related to by promoting ethical framing and taking
Micto: chain guardianship decisions, supply chain guardianship responsibility for the decisions that
Individual and those decisions were often and process moral individuals make within an organization.

made very early in the cases.

disengagement changed
behavior by (not)
framing decision-making
around ethical choices
and responsibility.

These cultures need to be developed
before the ethical situation emerges
as individual choices are made in the
organizational context. When firms pass
the responsibility for ethical decisions to
others, less ethical decisions are made.

Taken together, our findings on supply chain guardianship
and its influencing factors deepen our understanding of supply
chain fraud in several important ways. Most notably, we shift
the analytical lens from the perpetrators of fraud to the by-
standers, namely those positioned to observe and potentially
act on wrongdoing by others in supply chains. We contribute
to the body of research on behavioral operations management
by linking concepts from leadership and moral cognition with
network-based views of interfirm misconduct by developing
and testing a multilevel framework that explains variation in
supply chain guardianship. Our approach aligns with the call
for “Path B” research as outlined by Bendoly and Oliva (2025,
7), who note that: “the process of creating constructs and nar-
ratives to describe phenomena and the abductive articulation
of theoretical arguments ... are as much a contribution as the
later empirical testing of those propositions”. We believe that
this study exemplifies this process and offers an initial foun-
dation for a broader behavioral theory of fraud response in
supply chains.

5.2 | Implications for Managers

Our analysis of fraud and guardianship industry examples high-
lights the financial and legal risks that firms and individual

managers face when they fail to address supply chain fraud. At
the same time, supply chain guardianship offers tangible bene-
fits, protecting not only fraud victims but also firms themselves.
Industry examples show that the companies acting as guard-
ians received significantly lower penalties when the fraud was
exposed. Therefore, supply chain guardianship can be seen as
a business priority as well as an ethical obligation. To derive
actionable recommendations for managers to enhance supply
chain guardianship, we discussed our findings with a focus
group of five senior managers. Additional information regard-
ing the focus group participants and process is included as an
Supporting Information. As one focus group participant noted,
decision-makers must understand that “what is bad for our sup-
ply chain is bad for our company.” Instead of relying only on
moral appeals, organizations can emphasize that guardianship
aligns with strategic interests. For example, guardianship might
be useful to manage reputational risk (see Schleper et al. 2024).
We encourage future researchers to investigate how supply
chain guardianship can lead to other positive outcomes such as
higher employee retention, an improved public image, and in-
creased product quality, and mitigate negative outcomes, includ-
ing product recalls, legal liability, and supply chain disruptions.
In addition, supply chain guardianship may also be connected
to heightened partner attractiveness and trust, as well as better
financial performance.
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While the archival evidence suggests that firms are more effective
at addressing fraud that occurs upstream of potential guardians,
the experimental findings show that individuals engage in simi-
lar levels of guardianship regardless of the fraud location. Focus
group participants echoed this, with some arguing that companies
bear full responsibility for all components that they integrate into
their products, while others questioned “how far should we, as a
company, feel responsible for what happens downstream? Their
downstream impact is probably something that many companies
likely don't give much thought to.” Given this ambiguity, firms
must develop clear internal policies to guide their response to
fraud occurring both upstream and downstream.

Tone at the top is an important differentiator as an inappropri-
ate tone can instigate fraud, while a suitable tone can enhance
supply chain guardianship. The industry examples show that
tone at the top increased fraud and suppressed supply chain
guardianship when companies faced strong pressures to achieve
financial goals such as cost reduction. In contrast, our experi-
ments find that a tone emphasizing safety could instead increase
guardianship. Leadership must extend beyond broad ethical ap-
peals and instead make ethical decision-making a clear, action-
able priority. As one senior executive in our focus group stated:
“It all comes down to the behavior of the individual. You need
to make them more sensitive, train them, and work with them
... If you do not do that, the preaching, strategizing, sustainabil-
ity reports, and CEO speeches will have very little to no effect.”
Cultivating ethical decision-making requires reinforcing social
norms within the organization or risking them being disre-
garded, as highlighted by one focus group participant: “If I work
in an environment where safety is disregarded, I might even
fear negative consequences for my career if I speak up too much
about safety issues, because no one else values them.”

Beyond leadership influence, process moral disengagement
emerged as a key factor that reduces accountability and can lead
to fraud. Our findings show that de-emphasizing individual re-
sponsibility—as seen in GM's committee-driven culture—leads
to complacency and inaction. Developing an organizational cul-
ture that amplifies the importance of ethical decision-making
and taking responsibility can increase supply chain guardian-
ship and prevent fraud not only within an organization but
throughout the supply chain.

5.3 | Limitations and Avenues for Future Research

Our research design has several limitations, each of which of-
fers opportunities for future research. First, the two measures of
supply chain guardianship that we examined do not encompass
all possible actions to stop fraud. To address this, we included a
more general measure of supply chain guardianship propensity,
which serves as a measurement scale for supply chain guardian-
ship that can be applied more generally. The full measure and its
validation are provided in the Supporting Information.

Second, although the industry examples suggested that network
position influenced supply chain guardianship efficacy, our
experiments could not account for differences in effectiveness.
Despite the challenges of gathering rich and realistic data in this
field, we encourage future researchers to use primary data and

assess the effectiveness of supply chain guardianship behavior.
Studies involving firms involved in fraud, potential guardians,
general managers, compliance teams, lawyers, and victims
could also provide deeper insights into these stakeholders' be-
haviors and decision-making (e.g., Grimm et al. 2024).

Third, while our study adopted a multilevel approach and inves-
tigated factors at the macro, meso, and microlevels, other fac-
tors might also influence supply chain guardianship. Although
we included controls for some individual characteristics (e.g.,
Machiavellianism, age), we cannot rule out the influence of
further individual differences on supply chain guardianship
(e.g., supply chain guardianship propensity, ethical framing, fi-
nancial position, ownership). Similarly, meso- and macrolevel
factors merit future research to examine supply chain guard-
ianship, such as organizational culture, power, trust, proxim-
ity to consumers, industry pressures, and relationship history
between the supply chain partners. Moreover, research inves-
tigating the outcomes of fraud and guardianship behaviors on
reputational risk, employee motivation and retention, legal ex-
posure, financial performance, and supply chain relationships
is likely to yield additional insights. Given the causal complexity
of fraud-related decision-making, it is essential to consider in-
fluencing factors and their collective interdependencies simul-
taneously. To achieve this, a configurational approach (Ketchen
et al. 2022; Ronkko et al. 2025) could identify combinations of
causal factors associated with high versus low levels of supply
chain guardianship.

Although our experiments primarily focused on decision-
making after fraud was confirmed, real-world fraud industry
examples often involve uncertainty. Accordingly, future re-
search should investigate how decision-makers respond when
fraud is suspected but not yet confirmed. For example, focus
group participants indicated that higher levels of proof might be
required to engage with downstream supply chain actors com-
pared to addressing upstream fraud. Given that understanding
how decision-makers navigate uncertainty could further clar-
ify factors influencing supply chain fraud and guardianship,
we encourage future scholars to investigate temporal effects
(Cornwell 2015; Grimm et al. 2024) in supply chain fraud.

While our study focused on supply chain fraud, the concept
of supply chain guardianship could apply to a broader range
of behaviors in supply chain management, such as monitoring
technologies (Scott et al. 2021), the intersection of legal and il-
legal supply chains (Krause and Pullman 2021), wildlife traf-
ficking (Duensing et al. 2023), or further forms of harmful or
opportunistic behavior (Skowronski et al. 2020). Additionally,
the concept could be expanded beyond reactive measures to in-
clude preventive measures that mitigate risks before misconduct
occurs.
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